INDIAN LAW INSTITUTE

INTERNET ACCESS POLICY

The Indian Law Institute (Deemed Institute) started using computers in its
academic activities as well as in the administration and a Computer Centre was
established to facilitate common computational resources for the academic programmes
as well as for maintenance of other computing resources in the Institute. Over the years
the Institute has grown substantially in terms of departments and academic
programmes as well as in infrastructure. The computer centre has a campus LAN with
Wi-Fi backbone connecting the academic as well as administrative departments.
Internet connectivity is provided through MTNL Leased Line. Wireless LAN has also
been set-up to extend the LAN connectivity to the Departments and guest house area.
Presently, the computer centre maintains four Servers used by the students of different
academic programmes in the Institute. It also maintains the Cyber roam, web server,
mail server, administrative database server, library server of the Institute. This institute
also maintains the Library Infrastructural Resources Cell (LIRC) for students and
researchers. Most of the resources in the institute are essential in the field of Law and
gradually growing. In view of the above it is necessary to have the intemmet access
facility for our Faculty, Staff and students and visitors.

Access Facility for Faculty/Officer’s:- The Internet access facility for the faculty
is as follows.

1. Users are provided with maximum scope of intemet / Wi-Fi access in Desktop
computers and Laptop within the campus.

2. Users are assigned with right to downloading of study material, video lecture and
presentations for academic as well as research purpose.

3. Accessing of various Journals and publications of Indian Law Institute

4. For Wi-Fi internet services on laptop, user has to fill the required information’s on the




5. The users shall maintain discipline and shall not cause any damage to any resource
(both software as well as hardware) of the computer centre.

6. Use of internet for social and commercial purpose may be restricted.

7. The Competent Authority shall have the right to control the access to the various
computing resources and databases in the Institute.

8. Every user shall sign a document assuring to abide by the above rules at the time of
applying for a login account. Disciplinary action shall be initiated against a user
violating any of these rules and shall block his/her access to the resources in the
computer centre.

9. Accessing undesirable websites using the Institute computing resources is
prohibited. The access to undesirable websites shall be blocked to the extent
possible. Log of accesses to websites of doubtful nature shall be maintained and
scanned from time-to-time.

10. Downloading of such material are prohibited which shows the sign of virus and
malicious activities.

11. Downloading and installing of new software has to be done with the explicit consent
of the IT Section. Installation of unlicensed software on individual machines
connected to the internet is strictly prohibited.

12. Users are expected to respect the privacy of other users and they may not allow any
other person to use their password or share their account.

13. Recreational downloads and peer to peer connections for recreational purposes are
banned.

14. No user should give any information about computer systems out over the internet,
telephone, or in any other way.

15. Users are expected to take proper care of equipment, and are expected to report
any malfunction to the IT Section. Users should not attempt to move, repair,
reconfigure, modify, or attach external devices to the systems.




Access Facility for Staff:- The Internet access facility for the staff is as follows

1. Users are provided with internet / Wi-Fi access in Desktop computers and Laptop
within the campus.

3. For Wi-Fi internet services on laptop, user to fill the required information’s on the
stipulated proforma and also abide by the security rules of the institute.

4. The users shall maintain discipline and shall not cause any damage to any resource
of the computer centre.

5. Use of internet for social and commercial purpose is strictly prohibited.

6. The Competent Authority shall have the right to control the access to the various
computing resources and databases in the Institute.

7. Every user shall sign a document assuring to abide by the above rules at the time of
applying for a login account. Disciplinary action shall be initiated against a user
violating any of these rules and shall block his/her access to the resources in the
computer centre.

8. Accessing undesirable websites using the Institute computing resources is
prohibited. The access to undesirable websites shall be blocked to the extent

possible. Log of accesses to websites of doubtful nature shall be maintained and
scanned from time-to-time.

9. Downloading of such material is to prohibit which shows the sign of virus and
malicious activities.

10. Before connecting fo internet user should ensure that the authenticated antivirus is
installed with latest updation.

11. Downloading and installing of new software has to be done with the explicit consent
of the IT Section. Installation of unlicensed software on individual machines
connected to the internet is strictly prohibited.

12. Users are expected to respect the privacy of other users and they may not allow any
other person to use their password or share their account.

13. Recreational downloads and peer to peer connections for recreational purposes are
banned.

14. Never give any information about computer systems out over the internet,
telephone, or in any other way.
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15. Users are expected to take proper care of equipment, and are expected to report
any malfunction to the IT staff. Users should not attempt to move, repair,
reconfigure, modify, or attach external devices to the systems.

16. Accessing of various Journals and publications of Indian Law Institute.

Access Facility for Students:- The IT access facility for the students is as

follows,

1. The Competent Authority shall have the right to control the access to the various
computing resources and databases in the Institute.

2. Every user shall sign a document assuring to abide by the above rules at the time of
applying for a login account. Disciplinary action shall be initiated against a user violating
any of these rules and shall block his/her access to the resources in the computer
centre.

3. Authorize Students are allowed to access the internet only in specified latops.

4. Only LLM and PhD Students are authorize to use internet through Wi-Fi free of cost
on monthly renewal basis.

5. Student himself will be responsible for any damage/sabotage caused to device while
using the internet,

6. Users are expected to respect the privacy of other users and they may not allow any
other person to use their password or share their account,

7. Accessing of various digitized Journals and publications of Indian Law Institute.

8. Use of internet for social and commercial purpose is strictly prohibited.

9. Downloading of software and application is strictly banned.

10. Use of internet for social and cornmercial purpose is strictly prohibited.

11. Peer to peer connections for recreational purposes or social networking is banned.

12. Accessing undesirable websites using the Institute computing resources is
prohibited. The access to undesirable websites shall be blocked to the extent possible.
Log of accesses to websites of doubtful nature shall be maintained and scanned from
time-to-time.

14. Access to Local LAN for the student is banned.

15. For Wi-Fi internet services on laptop, students to fill the required information’s on
the proforma and also abide by the security rules of the institutet{g.;_g}-;,;ﬁ .




Access Facility for Visitors:-

The Wifi SSID for Guests will be available throughout the university area and the Guest
houses on daily payment basis. This Wifi access will be unsecured without any
encryption of network traffic (except for accessing https pages). Accessing the network
using this SSID will require authentication for login at Indian Law Institute proxy server
to which a guest will automatically be redirected.

It will be responsibility of the account creator to verify the identity of the guest and
record the mobile phone number of the guest, as per GOI guidelines, at the time of
creating guest accounts. ‘

Complain Registration and Monitoring System:-

IT section requests the users not to send personal mails regarding complains and
feedback instead use the online Fault Booking for complain registration and monitoring
system. The system is fully integrated with the ILI LDAP and Kerberos systems.

The primary objective of this system is to enable users to lodge complaints related to IT
services like hardware, software, internet and network connectivity. Users can also
monitor the status of resolution of their complaints registered through this system. The
system will also help build a knowledge base of common problems and their
resolutions.

This service can be accessed from the ILI web-page (hitp:/iwww.ili.ac.in).Online Fault
Booking will prefer that user's register their complaints through the ticketing system,
users may also call up 115 or visit the IT section during office hours. For the easy
access and minimize the paper work IT section has also configured the local mail server
which can also be access through ILI home page for catering the day to day
requirements.




